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IDC OPINION 


Digital transformation (DX) is one of the top priorities for organizations of all sizes around the globe. 


Enterprises are looking to digitally transform themselves to provide high-quality and agile information 


technology (IT) services, improve user experiences, and enable advanced business outcomes. But 


organizations struggle to digitally transform. According to IDC's July 2020 Intelligent Campus Network 


Survey, 19.1% of organizations are in the early stages of their DX journey and another 11.2% are not 


digitally transformed at all. Enterprises face a variety of challenges as they look to digitally transform. 


Top challenges include difficulty achieving end-to-end experience assurance, the lack of operational 


management skills, and reliance on outdated infrastructure. 


A key to accelerating the enterprise DX journey is to transform the network. Networks are a 


foundational technology for enabling a digital business. Networks connect people, devices, and things 


to the applications and data that power digital businesses. But too often, enterprise networks rely on 


previous-generation technology with inefficient manual management. 


The enterprise campus network — where users, devices, and things access network resources — is a 


prime area of network transformation. With more users and devices than ever connecting to the local 


area network (LAN), accessing higher-bandwidth applications, and demanding lower-latency 


connections, the enterprise campus has become a critically important part of every enterprise network. 


Key technologies that ensure the enterprise network can provide high-quality user experiences and 


efficient management include wireless networks for ubiquitous connectivity and mobility, passive optical 


LAN (POLAN) for highly efficient wired connections, and an advanced intelligent management platform 


enhanced by machine learning (ML) and artificial intelligence (AI) algorithms for analytics and security.  


IDC recommends that to transform the network, enterprises consider the following criteria: develop a 


high-level design (HLD) for the network to ensure it meets the needs of the digital business; focus on 


experience assurance for users, devices, and applications; improve operational efficiency by using 


powerful infrastructure and intelligent automation tools; and use a converged and open network 


architecture.  


Intelligent ICT infrastructure can help accelerate digital transformation. Achieving enterprise campus 


network transformation leads organizations to be more fully digitally transformed and be better 


prepared for the future. 
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IN THIS WHITE PAPER 


This IDC White Paper discusses the results of IDC's July 2020 global Intelligent Campus Network 


Survey showcasing the challenges and opportunities enterprises face in transforming their enterprise 


campus networks and broader organizations. Topics include:  


▪ The current level of digital transformation and top challenges facing enterprise networking DX 


▪ The impact of ICT infrastructure on campus DX 


▪ What factors are driving future investments in networking technology, and what enterprise 


campus technologies are used today in the network and which technologies will be most relied 


on in the future? 


▪ Advice on how to implement network transformation to accelerate campus DX 


IDC surveyed 712 global enterprises and conducted in-depth interviews with five enterprises as 


primary research for this IDC White Paper.  


Note: All numbers in this document may not be exact due to rounding. 


DIGITAL TRANSFORMATION OPPORTUNITIES AND CHALLENGES 


The past decade has seen a dramatic shift in how enterprises operate. Enterprises are using more 


digital services than ever before. Cloud computing resources, which have become commonplace, 


require a robust and high-performance network connection. Users and devices require ubiquitous 


mobile connectivity, and operators are looking to leverage big data and analytics to improve business 


operations and expand revenue opportunities. To achieve these goals, organizations have realized the 


importance of digital transformation of their operations. Figure 1 shows the status of enterprise digital 


transformation. 


According to the survey, 63.2% of respondents reported that their organizations are in the four lowest 


categories of digital transformation: not digitally transformed but planning digital transformation, not 


digitally transformed and no plans for digital transformation, in the early stages of digital 


transformation, and only some aspects of enterprise IT have been digitally transformed. Only 8.4% of 


respondents said their organization is fully digitally transformed. 


The survey found that the top goals of enterprises in pursuing digital transformation include providing 


better security, increasing operational efficiencies, providing higher-quality and more agile IT services, 


and improving user experience (see Figure 2). 


  







©2020 IDC #US46852420 3 


FIGURE 1 


Digital Transformation Status 


Q. Digital transformation incorporates the use of digital-native and advanced technologies  


such as wireless connectivity (mobility), cloud computing, big data analytics, and machine 


learning/artificial intelligence–enhanced operations. At which of the following stages would 


you consider your organization with respect to digital transformation? 


 


n = 712 


Source: IDC's Intelligent Campus Network Survey, July 2020 


 


FIGURE 2 


Digital Transformation Goals 


Q. The enterprise campus refers to an area where users at headquarters or regional locations or 


remote/branch offices are connected via local area network (LAN) or WLAN. What are your 


organization's top 3 goals while pursuing enterprise campus digital transformation? 


 


n = 712 


Source: IDC's Intelligent Campus Network Survey, July 2020 


2.2


9


19.1


32.9


28.4


8.4


0 5 10 15 20 25 30 35


The organization is not digitally transformed,
and it has no plans for digital transformation


The organization is not digitally transformed,
but it has plans for digital transformation


The organization is in the early stages
of digital transformation


Some aspects of enterprise IT have been digitally
transformed


Most aspects of enterprise IT have been digitally
transformed


The organization is fully digitally transformed


(% of respondents)


28.9


35.5


36.2


39.5


42.4


42.8


0 5 10 15 20 25 30 35 40 45


Support more business innovation


Improve user experience


Enable more successful business outcomes (such as
increased business revenue)


Provide higher-quality and more agile IT services


Increase operational efficiencies


Provide better security of the IT environment


(% of respondents)







©2020 IDC #US46852420 4 


But enterprises have challenges in achieving DX. Top challenges that respondents noted include 


difficulty achieving end-to-end experience assurance, the lack of operational management skills, and 


relying on outdated infrastructure (see Figure 3).  


Enterprises require a digital platform to overcome these challenges. The digital platform must have 


advanced infrastructure components, including a fully wireless network and advanced automation 


systems to overcome the lack of management skills. 


Based on the survey data, key findings on enterprise digital transformation include:  


▪ Enterprise digital transformation is in the early stages. While some organizations are further 


along than others, almost 20% of organizations are in the early stages of DX.  


▪ End-to-end user, device, and application experience is becoming a critical component of DX 


initiatives. Enterprises want to ensure high-quality, end-to-end performance for all users, 


devices, and things on the network.  


▪ The network has become an important enabler of DX. Enterprises are increasingly realizing 


the importance of an advanced enterprise network to achieve DX. 


FIGURE 3 


Digital Transformation Challenges 


Q. What are the top challenges your organization faces when implementing digital services? 


 


n = 712 


Source: IDC's Intelligent Campus Network Survey, July 2020 
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NETWORK TRANSFORMATION AS AN ENABLER OF DIGITAL TRANSFORMATION 


Organizations realize that their enterprise campus networks must transform as well to enable digital 


transformation. The enterprise campus network is where users, devices, and things connect to the 


network; where applications are delivered, and where data that can be invaluable to enterprises is 


created and collected. LAN is made up of both wireless (Wi-Fi) and wired connections, including 


POLAN and Ethernet switching. Key to supporting these critically important infrastructure components 


is having an advanced platform atop them to ensure efficient, automated management. 


Enterprises have a variety of goals as they pursue network transformation. One important factor is to 


ensure high-quality experiences for all users of the network. Another factor is to have efficient management 


of the network. Combined, these goals require an advanced network that is reliable, provides highly efficient 


services, and includes advanced automation. Figure 4 shows the rate of change enterprises expect in their 


enterprise campus network transformation in the next two years. 54.2% of respondents expect the network 


transformation change to occur at a moderately fast rate (7 or 8 on a scale of 1–10).  


FIGURE 4 


Rate of Campus Network Transformation Change in the Next Two Years 


Q. How much do you expect the enterprise campus network to change through digital and 


network transformation in the next two years? 


 


n = 712 


Note: The rate of campus network transformation change is based on a scale of 1–10, where 1 = slowest rate of change and 10 = 


fastest rate of change. 


Source: IDC's Intelligent Campus Network Survey, July 2020 
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GOALS OF ENTERPRISE NETWORK TRANSFORMATION 


Why are enterprise campus networks undergoing this significant change? Three factors that converge 


to strain on enterprise campus networks today are: 


▪ More users and devices than ever are connecting to the LAN. 


▪ Users and devices are accessing higher-bandwidth applications, such as video and voice 


traffic. 


▪ Users expect low-latency and ultrareliable connections. 


Network performance issues degrade the user experience, so enterprises are looking to ensure highly 


reliable networks. Meanwhile, users and devices want to have full mobility around an area of the LAN. 


It is unsustainable to rely on manual management to deal with the capacity and scale of this 


environment. Enterprises must embrace advanced automation, ideally platforms that leverage 


machine learning and artificial intelligence. 


Priorities that drive enterprises' future investments in the enterprise campus network include better 


security of the IT environment, improving the user experience, enhancing network automation 


capabilities, and increasing capacity (see Figure 5). 


FIGURE 5 


Factors Driving Investments in the Enterprise Campus Network 


Q. What are the top factors driving your organization's future investments in the  


enterprise campus network? 


 


n = 712 


Source: IDC's Intelligent Campus Network Survey, July 2020 
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Network Transformation Challenges 


There are significant challenges to transforming the enterprise network. The greatest pain points in 


enterprise campus network management include:  


▪ Using outdated technology: High-bandwidth digital services require the most up-to-date 


infrastructure components, such as Wi-Fi 6 and POLAN, to ensure the network can meet the 


needs of the business. 


▪ Complexity of networking technology hindering agility: Enterprises are looking for powerful 


networking solutions, but these solutions also must be simple to deploy and operate. 


Intelligent management systems that allow organizations to automate tasks help ease this 


operational burden. 


▪ Inefficient architectures: In addition to advanced infrastructure and management tools, 


enterprises are also looking to architect their systems to ensure additional new technologies 


can be incorporated into the network in the future. This requires an open, flexible architecture. 


Combined, these concerns indicate that networks that have been built in the past do not meet the 


needs of businesses today. Outdated infrastructure components and the complexity of managing the 


network highlight the need for advanced components and architectures to meet the needs of today's 


digital businesses. 


Analysis of In-Depth Interviews 


IDC interviewed five enterprise network managers to discuss their goals and progress toward 


enterprise campus network transformation. One consulting firm in Asia, for example, has undertaken a 


major project within the enterprise to enable seamless mobility for employees throughout the 


company's multistory headquarter building. The business had a goal of providing workers the ability to 


use "hot desks," meaning they could use any workstation in the building. Enabling this system required 


the company to deploy a fully wireless enterprise network. "There is a much stronger focus on wireless 


today," the company's networking manager explained. In addition to adding capacity to the wireless 


network, advanced management tools have been deployed to quickly identify and remediate 


performance issues before they impact users. The company is also currently upgrading to Wi-Fi 6 


access points to ensure the highest-quality service for users. "The network is essential; without 


connectivity, you will not be able to deploy remote, mobile features and other productivity tools," the 


networking manager noted. "Providing good Wi-Fi connectivity and LAN connectivity is essential to the 


process of digitizing the business." 


A manufacturing firm in Latin America is in the midst of a significant digital transformation project of 


convergence management of IT and operational technology (OT) via an advanced management 


platform. Having a centralized platform that is intelligent enough to secure traffic across both the 


critically important segments of the network is a key goal. "We have different VLANs for test, for guest 


access, surveillance, voice over IP, and specific segments for OT traffic," explained the networking 


manager of the manufacturing company. "We most definitely want to see convergence in the network." 


The manufacturing site could benefit greatly from the use of POLAN technology. "We have a lot of 


operational requirements, with replicating cords," the networking manager noted. "With POLAN, there 


is an opportunity to have less network equipment and easier management." Advanced management 


platforms are of interest too. "I see a lot of uses for having machine learning technology monitoring 


points of communication." The key, he said, is having an intelligent platform atop the IT and OT 


networks that can translate that raw data into actionable insights. This speaks to the need to have a 


fully intelligent platform for managing the enterprise network. 
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KEY ENTERPRISE NETWORK CAMPUS TECHNOLOGIES 


As enterprises look to embrace digital services, the networks must adapt to be able to meet the goals 


of the enterprise. This requires a combination of robust infrastructure equipment, across both wireless 


and wired networks, and advanced software management platforms for controlling these networks. 


The survey data showed strong interest among respondents in wireless technology, cloud-based 


management, and cohesive management of wired and wireless technology both today and in the 


future (see Figure 6). 


Based on the survey findings and in-depth interviews, IDC believes key technologies that enterprises 


should consider for their campus networks include:  


▪ A wireless network that can fully support all users, devices, and things to connect wirelessly 


and roam freely throughout the campus environment 


▪ A wired network capable of handling high-capacity traffic over long distances while maintaining 


performance, including the use of POLAN 


▪ An advanced management platform that runs atop these infrastructure components for 


managing the entire enterprise campus network, including the fully wireless access and optical 


layers 


Figure 6 shows the investment levels in these technologies today and in the next two years, indicating 


significant future growth for all three technologies.  


FIGURE 6 


Key Enterprise Campus Network Technology Investments: Today and in the  


Next Two Years 


Q. To what extent does your organization use the following technologies in the enterprise campus 


today and in two years? 


 


n = 712 


Source: IDC's Intelligent Campus Network Survey, July 2020 
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Wireless Networks 


Wireless networks have become a primary access technology for enterprises, and respondents 


indicated that wireless will continue to increase in importance in the future. Survey data shows that 


51.7% of devices connect wirelessly today, a number growing to 72.5% in two years, representing a 


92% increase in devices that rely on wireless for LAN connectivity. 


The benefits of moving to a more fully wireless campus network include enabling mobility of users and 


devices to roam the campus while maintaining connectivity, easier IT management of the network, and 


easier onboarding of users, devices, and services. In-depth interviews with end users, reinforced the 


benefits of using wireless networks. For example, the manager of networking for a major retailer in the 


Middle East said: "Wireless is the lifeline of the organization today. The more and more that we go 


digital, people are using their mobile devices. All of the functions, all of the work done in the stores 


uses Wi-Fi. We have users in the office who prefer to use wireless over cable. Wireless is of utmost 


importance to us." Another European energy firm stated simply, "The basic strategy is wireless first. 


We're getting rid of as many cables as possible." 


Wired Networks (Including POLAN) 


Advanced wireless networks require a robust wired network on the back end, which can include 


Ethernet switching and POLAN technology. As campus network requirements continue to be strained 


by legacy architectures, enterprises are increasingly looking to POLAN as an alternative to Ethernet 


switching. The benefits of POLAN technology include higher capacity, improved bandwidth, and 


support for longer distances compared with those of traditional Ethernet switching. POLAN solutions 


can also deliver lower total cost of ownership and can help building owners meet strict energy codes, 


especially in today's green-first construction environments. Furthermore, single-mode fiber can extend 


over longer distances than traditional networks without the need for additional switches. This can be 


beneficial for a variety of use cases (e.g., in large venues such as airports or stadiums where  


high-bandwidth traffic from surveillance video cameras must traverse long distances). The combination 


of fast speeds and ease of maintenance makes POLAN ideal for supporting new wireless access 


standards such as Wi-Fi 6, which require low-latency multi-gigabyte backhaul.  


Advanced Management Platform 


While wired and wireless infrastructure components are critical, it's also vitally important to have an 


advanced management system to control the enterprise campus network. Advanced management 


platforms bring myriad benefits to organizations, from being able to automatically provision and scale 


up and down resources to being able to automatically identify and segment users, monitor the 


performance of the network, and rapidly identify and remediate any performance or security issues 


before they impact users. 


Combined, these advanced management tools, enhanced by machine learning and artificial 


intelligence algorithms, work symbiotically with the underlying infrastructure components across the 


wireless and POLAN layers to create an advanced enterprise campus network.  
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Figure 7 shows the top-rated benefits of wireless networking, POLAN, and advanced automation, 


according to survey respondents. 


See Figures 8–10 in the Appendix for more details on the top advantages of these key enterprise 


networking technologies. 


FIGURE 7 


Benefits of Key Enterprise Networking Technologies 


 


n = 712 


Source: IDC's Intelligent Campus Network Survey, July 2020 
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The Campus Network Challenge 


An advanced, reliable, and secure network is needed to ensure a successful digital transformation. But 


enterprises are having trouble managing their networks. According to the survey, the top challenges 


enterprises face in their enterprise campus network include:  


▪ Network complexity 


▪ Relying on outdated technology  


▪ Lack of personnel skills, budget, or resources to transform the network 


▪ Security concerns 


These challenges indicate that enterprises are relying on legacy technology and architectures, which is 


hindering the ability of the network to enable enterprise digital transformation. IDC believes that 


enterprises should consider transforming their enterprise networks to enable digital transformation. 


Enterprise Campus Network Evolution 


The enterprise campus network is a core, foundational component of enabling DX. The campus 


network is where users connect to the mission-critical applications that organizations rely on. To 


transform the network, IDC recommends that enterprises consider the following six criteria across the 


four categories:  


▪ High-level design: Any network transformation project should include a high-level design for 


the network architecture and the underlying core technologies. It should take into account 


support for digital services used today and technologies that will be needed in the future. 


Enterprises should develop key performance indicators (KPIs) to help measure and ensure 


end-to-end network performance and high-quality user, device, and application experiences. 


▪ Experience assurance: 


▪ Bandwidth: Enterprises are increasingly relying on bandwidth-intensive applications and 


services. Examples include real-time videoconferencing, augmented and virtual reality, 


and VDI. These digital services require network connections of up to 1Gbps, with speeds 


of up to 100Mbps to users and devices. 


▪ Latency: Digital applications and services also require low-latency connections. Users in 


many cases expect no more than 15ms latency for many digital services. Advanced 


infrastructure components across the wired and wireless network are needed to ensure 


these high-quality user experiences and optimized operations. 


▪ Operational efficiency improvements: 


▪ Optical technology: The rise of high-bandwidth and latency-sensitive applications requires 


organizations to consider both Ethernet and POLAN technology. POLAN has distinct 


advantages over long distances as well as ease of deployment and management. 


According to the survey, enterprises have shown strong interest in POLAN technology 


(refer back to Figure 6), indicating that POLAN will be a significant area of investment for 


enterprises in the future. 


▪ Intelligent automation platform: Advanced enterprise networks are not just about the design 


and infrastructure components — another critical layer is the management and automation 


platform that controls the infrastructure. Important developments have been made in recent 


years, including the use of machine learning and artificial intelligence to enhance automation 


capabilities. Intelligent management platforms help enterprises ensure performance, reduce 


problems, and scale dynamically to meet the needs of the business. 
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▪ Architecture : 


▪ Converged infrastructure: Enterprises can gain myriad benefits from unifying the 


management of various aspects of the enterprise network, including:  


▪ Unified wired and wireless networks: This approach allows for user, device, and 


application policies to be consistent across both the aspects of the network. 


▪ Underlying infrastructure and management tools: Unifying the hardware and software 


components ensures the most efficient operation of the network across the control and 


data planes. 


▪ Flexible components: Enterprises should consider platforms that offer advanced 


components, such as Ethernet and optical networking, managed under the same system. 


▪ Open architecture: Given the scale of networks will continue to increase, it's important that 


enterprises have an open architecture that allows for multiple technologies to be used 


today and into the future. The underlying network components should be decoupled from 


the applications that run them, allowing for flexibility, scalability, and ease of management. 


Combined, these components will ensure that enterprises have an advanced network that not only 


meets the needs of businesses today but also powers digital transformation goals into the future. 


HUAWEI INTELLIGENT CAMPUS SOLUTION 


Huawei has built an Intelligent Campus platform that reinvents the enterprise campus network for it to 


become fully wireless, fully optical, and fully intelligent. This Intelligent Campus solution allows 


enterprises to leverage digital technologies and services while providing unified intelligent operations 


and data and ubiquitous infrastructure connectivity. The Intelligent Campus platform is made up of four 


key components:  


▪ Unified Intelligent Operations Center (IOC): The IOC integrates all of the enterprise's digital 


services and data, including Internet of Things data, user data, and performance data.  


▪ Integrated Support for Digital Business Services: Business services are natively integrated into 


the digital platform. Instead of having separate management systems for OT such as building 


management, video surveillance, and digital maps, these digital business services will be natively 


integrated with the IT digital platform, providing unified management of OT and IT, enabling 


efficiencies, and unifying data collection across these previously disparate environments. 


▪ Unified Digital Platform for Intelligent Data: This cloud-based management layer is where ML 


and AI algorithms are integrated into the system to provide deep visibility into user experience 


and network performance, as well as identification and remediation of network performance or 


security issues, and ensure high-quality user and application experiences across all areas of 


the network. 


▪ Unified Infrastructure for Ubiquitous Connectivity: This is the infrastructure layer where WLAN, 


POLAN, and the intelligent automation platform create ubiquitous connectivity for all users and 


devices within the network. 


The Intelligent Campus platform allows enterprises to evolve their networks to meet digital transformation 


goals. It includes a fully wireless access layer, a wired network that can support a fully optical campus, 


and a unified management platform to control all the aspects of the network via ML and AI and run any 


digital business service. Huawei offers the Intelligent Campus solution as a unified architecture that can 


be the basis for enterprises to achieve higher levels of digital transformation. 
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CONCLUSION AND ESSENTIAL GUIDANCE 


The network is a foundational component to enabling digital transformation and supporting digital 


businesses of the future. Enterprises that embrace network transformation will reap rewards in their 


digital transformation journey. So how should enterprises go about transforming their networks and in 


turn their broader enterprises? 


First of all, any investment should be done with broader business goals in mind. What are the strategic 


goals of the overall business, and what networking resources are needed to support the goals? 


Aligning network transformation goals to broader business goals will ensure enterprises have  


long-lasting and tangible impacts on the business. Executive-level support is important as well. 


Another key is to embrace automated management over manual operations by relying on ML/AI 


wherever possible. The scale and complexity of enterprise networks today and even more so in the 


future will necessitate that they are managed via advanced platforms, particularly those enhanced by 


ML and AI. 


The network is in a unique position to drive digital transformation within businesses. Now, it's up to 


enterprises around the globe to realize the potential of the network in transforming their business. 


APPENDIX 


Figures 8–10 show the benefits of using key enterprise networking technologies. 


FIGURE 8 


Benefits of Using Wireless as the Primary Access Method 


Q. What benefits would your organization realize from a greater portion of users and devices 


using wireless as the primary access connectivity method? 


 


n = 712 


Source: IDC's Intelligent Campus Network Survey, July 2020 
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FIGURE 9 


Benefits of POLAN Technology 


Q. What benefits do you believe your organization realizes or would realize from the use of 


passive optical LAN (POLAN) technology? 
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Source: IDC's Intelligent Campus Network Survey, July 2020 
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FIGURE 10 


Benefits of AI-Enhanced Network Management 


Q. What benefits do you believe your organization realizes or would realize from the use of 


artificial intelligence–enhanced network management tools/functions? 


 


n = 712 


Source: IDC's Intelligent Campus Network Survey, July 2020 
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